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Knukdpon

Knnkdppon

Knukdpos — oguH 3 BULOB CETEBOrO MOLLIEHHUYECTBA,
NpesCcTaBAsIoW M cObOVi ODMaHHbIe KNMKM HA PEKIAMHYIO CCbIIKY
JULOM, HE 3aUHTEPECOBAHHbIM B pekNaMHOM obbseneHun. Moxert
OCYLLECTBATLCSA C MOMOLLBIO aBTOMaTU3NPOBAHHBIX CKPUMTOB UK
NporpaMM, UMUTUPYIOWUX KJIMK MOJIb30BATENst MO PeKJaMHbIM
obbsasneHusm Pay per click. CknanknesaTtb 0bbsiBneHUs MOTyT
HeaobpocoBecTHbIE BEODMAcTEPa CO CBOUX K& CaliTOB, OO KOHKYPEHTHI
peknamogaTeneli.
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Knukdpon

[Mpumepsi

o Knukn peknamogateneii — nepexofbl Mo CCbliKam, COBEpLUAEMbIE
peknaMogaTensiMu no COBCTBEHHLIM OBBSIBAEHNSIM C LEebo
nogHstus CTR.

@ Knuku KOHKYPEHTOB — nepexofbl Mo CCblKaM, COBEpLUAEMbIE
COTPYAHUKAMU KOHKYPUPYIOLLNX CTPYKTYP.

o Knukn co cTopoHbl HegobpocoeecTHbIx BEOMacTepoB — nepexoasbl
No CCblJIKaM, coBepLiaeMble BebMacTepaMm Mam CO3LaHHBIMU UMK
CUCTEMAMM C LeNbIO YBENNYEHNS| JOXOGHOCTU PEKIAMHOIA
NIoWAAKN
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CopeprkaHue

© FDMA 2012
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Llenb koHkypca

-~
1) . SMU
L~
LIVING ANALYTICS SINGAPORE MANAGEMENT
RESEARCH CENTRE UNIVERSITY

B 2012 rogy 6bina npeanoxeHa 3agayva, Lenblo KOTOPOIi SIBNSINOCH
obHapy>xeHue NaoWasoK - MOLEHHNKOB
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HaHHble

id oumericip deviceua publisherid campaignid usercountry clicktime channel referredurl
13417867 3648406743 GT-19100 Blax; 812 ru 2012-02-09 00:00:00 ad  26okyxbiB2hwsBdo
13417870 3756063656 Samsung.S5233 8jlir ggeyk in 2012-02-09 00:00:00  es  15vynjr7rm00gw0g
13417872 603232332 SonyEricsson K70  8jlir 8gklx ke 2012-02-09 00:00:00  es

13417803 2884200452  Nokia 6300 8jlir 8gpo5 vn 2012-02-08 00:00:01 s

13418006 3648406743 CT-19100 8iax; 8fj2m ru 2012-02-09 00:00:08 ad  24w9x4d25ts00400
13418305 781347853 GT-19003 8iax) 8ij2j ru 2012-02-09 00:00:20 ad  4imd40larl30geOgk

id - YHUKaNbHbIE NAEHTUUKATOP KIMKA

numericip - IP agpecc knukepa

deviceua - Mopenb TenedoHa C KOTOPOro cenaH KinK
publisherid -YHukanbHblii naeHTUKaTOP NAOLWAAKN

campaignid - YHUKaNbHbIA NAEHTUPNKATOP PEKIAMHOR KOMMNaHUM
usercountry - CTpaHa B KOTOPOi Dbl caenaH Kank

clicktime - Bpems knuka

referredurl - URL knuka

channel - Tun caiita
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HaHHble

publisherid bankaccount address status
8iaxj l4vxbyt6sao00s84  Fraud
§jljr OK

publisherid - YHnkanbHblii naeHTUUKATOP NJIOLWAAKN
bankaccount - C4yeT nnowagku

status - CTaTyc niowaaku, KOTOpbIiA NMEET TPU KaTEropuu:
e OK

e Observation

e Fraud
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Jlydwine pesynstaTel

Average precision

Rank Team Validation set  Test set Affiliation
1 starrystarrynight 59.38% 51.55% Institute of Infocomm Research
2 TeamMasdar 59.39% 46.42%  Masdar Institute of Science & Technology
3 DB2 62.21% 46.15% National University of Singapore
4 Tea 51.55% 42.01% Tokyo Institute of Technology
(*)  LARC 57.79% 55.64% Singapore Management University
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Mepsoe mecTo
Bropoe mecTo
TpeThe mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenne oprannsaTopos

CopeprkaHue

© /lyuwne pewenns
@ [lepBoe mecTo
@ Bropoe mecto
@ TpeTbe mecTo
@ YereepToe mecTO
@ PelwweHne opraHusaTopos
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Mepeoe mecTo
Bropoe mecto
TpeTbe mecTo
Jlyuywine pewenns YereepToe mecTo
PelueHne opraHmsaTopos

OcobeHHoCTN B JaHHbIX

Pasgenunu peHb Ha 4 nepuopa: yTpo, AeHb, BEHEP M HOYb

PasgennTte 4ac Ha 4 vactu

3aMeTun YTO B PasjNYHbIX KaTEropusix CaliTOB MOLUEHHUYECKME KITNKN
OCYLLECTBJ/ISIIOTCS B pa3HOe BpeMst

Night Morning Afternoon Evening
Channel Publisher Fraud clicks Fraud clicks Fraud clicks  Fraud clicks Fraud clicks

count (fraud %) (fraud %) (fraud %) (fraud %) (fraud %)
Adult (ad) 10 47226 (37%) 15435 (12%) 6439 (5%) 11299 (9%) 14053 (11%)
Mobile content (mc) 23 41941 (33%) 13589 (11%) 9284 (7%) 9623 (8%) 9445 (7%)
Community (co) 12 16411 (13%) 7218 (6%) 3301 (3%) 2612 (2%) 3280 (3%)
Entertainment and lifestyle (es) 14 14433 (11%) 2649 (2%) 3265 (3%) 3573 (3%) 4946 (4%)
Search, portal, services (se) 4 3180 (3%) 682 (1%) 572 (0%) 689 (1%) 1588 (1%)
Premium portal (pp) 6 2026 (2%) 351 (0%) 608 (0%) 732 (1%) 904 (1%)
Information (in) 3 893 (1%) 49 (0%) 284 (0%) 428 (0%) 132 (0%)
Total 72 127010 (100%) 39973 (31%) 23753 (19%) 28956 (23%) 34328 (27%)

3aMETI/IJ'II/I, HTO NPOUEHT MOLWIEHHNYECKNX KNUKOB CUJIbHO 3aBUCUT OT
CTpaHbl.
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Mepsoe mecTo
Bropoe mecTo
TpeThe mecTo

Jlyuwme pewenns YeTeeproe mecTo
Pewenne oprannsaTopos

[MpusHaku

Ha ocHoBe 3ame4yeHHbIX 0cobeHHOCTel B JaHHbIX bbi1o BbigeneHo 118
NMPU3HAKOB 1 COCTaBJMIEH rPachuK KOPPENSiLMA A1t HEKOTOPbIX U3 HUX,
l-{TO6I::I NCKNKO4YaTb p,o6aBJ1eH|/|e NPU3HAKOB, CUNIbHO MOXOXXNX Ha y)Ke
nobasneHHble.

total_clicks
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distinct_agent |- o8
distinet_cid
distinet_entr L o6
distinet_referer
night_click_percent
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Mepeoe mecTo

Bropoe mecto

TpeTbe mecTo
Jlyuywine pewenns YereepToe mecTo

Pelenne opranusatopos

Beina ncnonssosana boosted regression model (GBM) Ha 118
NpU3HaKax, KoTopble BblNM NONYHeHbI.

Takke nbiTanucs ucnonb3osaTb randomForest, HO He cMoran MoAyHNTHL
XOpOLLEro pesy/ibrata

Mapametpol ans GBM:

distribution (loss function): "bernoulli”

n.trees (number of iterations): 5000

shrinkage (learning rate): 0.001

interaction.depth (tree depth): 5

n.minobsinnode (minimum observations in terminal node): 5
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Mepeoe mecTo
BTopoe mecto
TpeTbe mecTo

Jlyuywine pewenns YereepToe mecTo
PelueHne opraHmsaTopos

OcobeHHoCTN B JaHHbIX

HabntogatoT 4ncno KANKOB ANt KaXKAOA MJIOLWAAKN B PasfinyHble
NPOMexyTku BpemeHu. [TbITatoTCst HaliTM NOCTOSIHHbIE KAMKK C
OAVNHAKOBLIMUN UHTEPBasaMU BPEMEHU

clicktime

No. of clicks per 1 min ] ‘No.cfclickspchmins ‘ ‘ No. of clicks per 3 hours ‘ ‘ No. of clicks per 6 hours

Average Average Average Average

Maximum Maximum Maximum Maximum
Variance Variance Variance Variance
Skewness Skewness. Skewness Skewness

MHorokpaTHoe HaxkaTue ¢ ogHoro n Toro xe |P ocywectenser
MOLLEHHUK

[obasunun npusHaku:

- MakcnmanbHoe KONMYecTBO KMKOB OT BCEX YHUKabHbIX IP

- OTHoLweHNe YnCAa KIINKOB K YNCAY YHUKanbHbIX [P

YHacTo MOLWEHHUKY UCNONL3YIOT OfHY 1 Ty e Mofesb TenedoHa

PuicbmsaToBa AHacTacus BuLisiBNieHNe MOLICHHUYECTBA C KNMKaMU B MHTePHeT-pekname



Mepeoe mecTo
BTopoe mecto
TpeTbe mecTo

Jlyuywine pewenns YereepToe mecTo
PelueHne opraHmsaTopos

o Cospganu Tpu Habopa gaHHbix, 3amenss Observation na Ok, Fraud
1 obyyanucb Ha BCeX Tpex

@ l13-3a TOro, 4TO KONMYECTBO MOLLUEHHUYECKUX MIOLLAZLOK MHOMO
MEHbLUE YECTHbIX, NbINANNCL YOUpaTh U3 AaHHbLIX XopoLuune
naowankn u aybamposaTh niaoxue, 4Tobbl NX CTano NpUMeEpHO
paBHOE 4UCO.

Ho 3To He gano xopowero pesynbraTa Ha TeCTOBOV Bblbopke
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Mepeoe mecTo
BTopoe mecto
TpeTbe mecTo

Jlyuywine pewenns YereepToe mecTo
PelueHne opraHmsaTopos

DuHanbHbI MeTOA,

Generated features

Model with Model without
resampling/SMOTE resampling/SMOTE
(29%) (45%)
3 labels 2 labels 2 labels
(45%) (“Observation” to “OK™) (“Observation” to “Fraud”)
(50.37%) (46.1%)
Bagging with Bagging with Bagging with MetaCost LogitBoost Random subspace
J48 tree REP tree random forest with J48 tree with J48 tree with J48 tree
(50.37%) (46.82%) (51.4%) (43.77%) (44.82%) (50%)

Final model: Average [ - chosen

prediction of 6 classifiers

(59.39%) [ ] =notchosen

bMsTOBa AH:

BbinB/icHNe MOLICHHNYECTBA C KAMKAMW B MHTEpHET-peKname



Mepsoe mecTo
Bropoe mecTo
TpeTbe mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenne oprannsaTopos

OcobeHHoCTN B JaHHbIX

MpegnonaratoT, 4TO MOLEHHMKM ByayT nocewaTs ¢ ogHoro u Toro xe IP
[obaensatoT npusHakm:

- avg_IP_sec - cpeaHee yucno BusmTos c atoro IP B cekyHay;

- std_IP_sec - cTaHBapTHOE OTK/IOHEHNE CPEAHEro YICIa BUSUTOB C
storo IP B cekyHay;

- count_IP_sec - cymmapHoe yncno Busutos c atoro IP 3a cekyHay;
AHaNOrMYHO BbIYUCANAN A5 KAXKAONW MUHYTbI, Haca U AHs

Mpogenanu To xe camoe Ajisi OLHOR N TOWi XXe NOACETM
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Mepsoe mecTo
Bropoe mecTo
TpeTbe mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenne oprannsaTopos

OcobeHHoCTN B JaHHbIX

3aMeTI/IJ'II/I, H4TO MOLWUEHHUKN MOTYyT NCNOJZIb30BaTb Pa3JindHbIe |P, HO
KJINKaTb C O4HOIro MOBUNLHOrO yCTpOVICTBa

id numericip deviceua campaignid usercountry clicktime channel referredurl
8k0d 1,917,852,952 MSIE 6.0  8gpba cn 2012-02-11 02:55:50.0  se 7
gikod 1,917,853,022 MSIE6.0  8gpbq en 2012-02-11 02:56:36.0  se ?
gikod 1,917,853,060 MSIE6.0  8gpbq en 2012-02-11 03:53:12.0  se ?
gikod 1,917,852,993 MSIE6.0  8gpbq en 2012-02-11 04:49:42.0  se ?
8jk0d 701,380,683 Nokia2600c 8kT7xb ng 2012-02-11 04:51:58.0 se ?
gikod 1,917,852,993 MSIE6.0  8gpbq en 2012-02-11 05:33:51.0  se ?
gikod 1,917,853,114 MSIE6.0  8gp6a en 2012-02-11 06:30:02.0  se 7
gikod 1,917,853,146 MSIE.6.0  8gpba en 2012-02-11 07:09:23.0  se 7
8ikod 1,917,853,146 MSIE6.0  8gpbq en 2012-02-11 07:31:21.0  se 7
8ikod 1,917,852,993 MSIE6.0  8gpbq en 2012-02-11 07:53:16.0  se 7
8ikod 1,917,852,952 MSIE6.0  8gpbq en 2012-02-11 07:55:14.0  se 7
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[MpusHaku

Mepsoe mecTo
Bropoe mecTo

TpeTbe mecTo
YeTeeproe mecTo
Pewenne oprannsaTopos

Jlyywine pewieHuns

Feature

Description

unique_count(referredurl)
unique-count(campaignid)

unique_count(country)
total visit
count_ip_hour
count.ip.-ag-sec
count_ip.ag-day
count_sip2_sec
count_sip2_min
count_sip2_hour
count_sip_day
avgsip2-day

avg ip_ag min

avg ip_ag day
avg_campaignid_min
deviceual

deviceua2

Unique count of referredurl

Unique count of campaignid

Unique count of country

Count of the click log’s row

Sum of visit count (> 2 ) by numericip per hour

Sum of visit count (> 2) by numericip+deviceua per second

Sum of visit count (> 2) by numericip+deviceua per day

Sum of visit count (> 2) by subnetwork (divided by 1,000,000) per second
Sum of visit count (> 2) by subnetwork (divided by 1,000,000) per minute
Sum of visit count (> 2) by subnetwork (divided by 1,000,000) per hour
Sum of visit count (> 2) by subnetwork (divided by 1,000) per day
Average visit by subnetwork (divided by 1,000,000) per day

Average visit by numericip+deviceua per minute

Average visit by numericip+deviceua per day

Average visit by campaignid per minute

Statistics for click data sorted by time and deviceua, as discussed in Section 5.1.3
Statistics for click data sorted by deviceua, as discussed in Section 5.1.3
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Mepsoe mecTo
Bropoe mecTo
TpeTbe mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenne oprannsaTopos

MeToapbl

Type Method Average Precision
Single FT tree 36.3%
REP tree 35.8%
Bayes network 33.7%
RPROP 48.3%
Ensemble LAD tree 37.0%
NB tree 37.9%
Random forest 47.7%
Random subspace 38.9%
Rotation forest 42.9%
Tree ensemble 49.3%
Ensemble of ensemble  Blending 52.3%
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Mepeoe mecTo
Bropoe mecto
TpeTbe mecTo

Jlyywine pewieHuns YeTeepToe mecTo
PelueHne opraHnsaTopos

OcobeHHoCTN B JaHHbIX

3ameTnan, YTO NPu MHOTFOKpPaTHbIE KNMKMU € ofgHoro IP -

MOLUEHHNYECKNE
7 Fraud * Observation 7 OK
" .
10 10 -« 10
F 81 F 84 T 6
g 7 5 51 [ B 4
g g H
£, £, g,
o ‘l"“l“l“llllllluu 0 | ||||||I|l|||||||||....| - |||"||||IIIIII|||||mm
Interval Interval Interval
(a)

[ns kakaoli niowasKkn: NpoBepumn, eCin Ha Hee KAUKHYAN XOTst Bbl 5
pa3 c ogHoro IP agpeca c npomexyTkom meHee 20 cekyHa, To
yBenu4msaem nepemenHyto redflag.
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Mepeoe mecTo

Bropoe mecto

TpeTbe mecTo
Jlyywine pewieHuns YeTeepToe mecTo

Pelenne opranusatopos

PaccmoTtpenun ase mogenu:

[ns nepBoii MCNosIb30BaN OCHOBHbLIE MPU3HAKN

+ MHOrokpaTtHble Knukun c ogHoro IP

Obyyanu ¢ nomowsto random forests with up- and down-sampling

# ntree nodesize Fraud Observation OK OOB error

1 250 5 90% 63% 41% 4.64%
2 250 5 90% 63% 41% 4.67%
3 250 3 83% 5% 51% 4.64%
4 250 3 69% 38% 34% 4.48%
5 250 3 69% 38% 34% 4.74%
6 250 3 90% 44% 51% 4.54%
7 250 4 83% 63% 68% 4.45%

M3 Bcex Mo,u,eneﬁ Bbl6pal'll/l CEMb, a 3aTEM 06'be,£I,VIHI/IJ'IVI nx B O4HYy
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Mepeoe mecTo
Bropoe mecto
TpeTbe mecTo

Jlyywine pewieHuns YeTeepToe mecTo
PelueHne opraHnsaTopos

[lns BTOpOI MOAENN NCNONB30BaAN OCHOBHbLIE NPU3HAKM

+ MHorokpaTHble knuku ¢ ogHoro URL

+ MHOrokpaTHble KKK ¢ ogHoro IP

+ redflag

Oby4anu ¢ NOMOLLbIO CAy4aliHbIX 1ECOB.

B nTore gaHHble Mogenn nokasanu ciegyrolime pesynbTaThl
model #1 (ensemble of random forests, 1750 trees)

model #2 (single random forest, 50 trees)

Model # OOB error Average precision (validation) Average precision (test)
1 4.61% 49.99% 42.01%
2 3.66% 51.55% 36.94%
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Mepsoe mecTo
Bropoe mecTo

TpeThe mecTo
YeTeepToe mecTo
Pewenne opranusaTopos

Jlyywine pewieHuns

OcobeHHoCTN B JaHHbIX

[na kaxxporo nsgatens BbIYUCANAN:
- BEPOATHOCTb YMNCa KINKOB
- 4Yncno nocetTuTenen

- konunyectso referredurls
- OTHOLLUEHWE YNCNA KINKOB K KOJWYECTBY noceTuteneli.

Probability (1P addresses |status)

Probability ¢=clicks | status)
1= 15
. (\*“ —e— 0K . —e—OK
= [\ +— Observation = — Observation
=S05 \ \ Fraud =05 | Frawd
E L Y E ll\ﬂ
0 RN o i " o 0 k5 an " " @
[¢] 2 6 8 10 0 2 3 4 5 6
#clicks x10" #IP addresses x10"
(a) (b)
Probability (Sreferers | status) X Probability (click-per-IP ratio | status)
o . . . . .
0K = || 0K
Observation = [ \ Observation
Fraud S05 \ Fraud
= |
. olkeb R ,
200 400 600 800 1000 0 20 4 60 80 100 120
click-per-IP ratio

#Hreferers
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Mepsoe mecTo
Bropoe mecTo
TpeThe mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenne opranusaTopos

OcobeHHoCTN B JaHHbIX

3ameTnnu, 4To:

- B HEKOTOPbIX CTPaHax MPOLEHT MOLUEHHUYECKNX KANKOB Bosblie 4eM B
OCTaNbHbIX

- oTcyTcTBUe npusHaka referredurl vawle Bcero y mouweHHMKoB

- NCNO/b30BaN Pa3/iNYHble BPEMEHHBIE NMPOMEXYTKM

(Hanpumep, KONNYECBO KJIMKOB B KXAYIO MUHYTY U. T. A.)

B utore noayunnn 257 npusHakoB, U3 KOTOPbLIX NOTOM yAansimn
HenHOPMaTUBHbIE.
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Mepsoe mecTo

Bropoe mecto
TpeTee mecTo

Jlyuwne pewenusn Yerteeproe mecTo
Pewenune opranusaTopos

Full features Reduced features
Type Method Validation AP  Test AP  #features Validation AP Test AP
Single Logistic regression 41.20% 29.65% 46 / 257 46.02% 31.18%
SVM (Linear) 30.45% 21.89% 38 / 257 36.75% 26.91%
SVM (Polynomial) 22.69% 16.72% 256 / 257 28.42% 20.23%
SVM (Radial basis) 34.32% 23.38% 255 / 257 39.10% 23.66%
k-NN 28.78% 33.46% 257 / 257 28.78% 33.46%
Ensemble Random forest 57.53% 51.44% 59 / 257 58.84% 52.17%
GTB 48.78% 49.25% 235 / 257 58.33% 49.90%
Extra trees 55.36% 54.04% 118 / 257 57.79% 55.64%
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